
ThreatMark Digital Identity Sensing Technology

Enhance your Digital Banking.

Digital payment dangers are growing in terms of attacks faced and 
their volume. The majority of detected threats use specialized 
financial malware at least at one stage of an attack. Alongside 
malware driven attacks are ever more often fraudulent schemes 
based on social engineering methods, attempts to misuse the 
client’s trust as well as phishing campaigns. More than one 
third of attacks use mobile channels or a combination of more 
payment / service channels.

Neither traditional-approach solutions based on transaction 
fraud detection, nor isolated signature-based solutions trying to 
detect malware on clients’ stations is sufficient nowadays.

Our solution uses correlation 
of data from probes working 
silently on a client’s station 
and from server components 
analyzing traffic between the 
application and users. 

This approach together with 
advanced machine learning 
methods, statistics, user 
defined rules and detection 
capabilities of individual 
modules designed for specific 
attack classes means that the 
ThreatMark Digital Identity 
Sensing Technology reacts 
not just to known threats and 
attacks threatening modern 
applications and their users 
but also enables reaction to 
new, not yet known threats 
and frauds.

We provide more than the 
capabilities such solutions 
could ever provide when 
used separately due to the 
synergic effects of all the 
unique methods that we use. 

ThreatMark, 
the Digital Identity Sensing Company 
brings an alternative neXtGEN 
online fraud detection solution 
able to detect traditional 
as well as modern threats that 
jeopardize Internet banking 
and transaction systems.

ThreatMark Solution Architecture

ThreatMark uses Digital Identity Sensing Technology (DIST) to 
tell users and fraudsters apart. 

This unique set of techniques was developed by ThreatMark 
because traditional fraud detection methods could not keep up 
with modern threats and complex online environments. 

DIST is based on the assumption that every user is identifiable 
by his or her behavior patterns, biometric markers and typical 
actions. By analysis of such parameters using the latest advances 
in Machine Learning and Artificial Intelligence, we are able to 
detect minor changes on the user side and spot the fraud even 
in the creation phase, which was previously impossible.

Fraud Detection using Digital Identity Sensing Technology
DIST uses a layered approach to protection. At each stage of 
user interaction with the protected application neXtGEN security 
checks are applied to detect fraud which together with additional 
layers of security provided by the system also increases security 
of the application users.

We also use multiple approaches traditionally found in solutions 
like:

Fraud Detection Systems (FDS)
Online Fraud Detections Systems (OFDS)
Web Fraud Detection (WFD)
Web Application Firewall (WAF)
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